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Attack Categories » Path spoofing or confusion
problem
e Malicious Input
Vulnerability Categories * Indeterminate File/Path
e TOCTOU - Time of Check,
Time of Use
Softwar e Context » File Path Management
Location
Description The au_to_path() function takes

a pathname as an argument. Care
must be exercised when accessing
files from passed in pathnames.

The *au_to_path(char * path)
function is used to format an input
path name into a path token. A
path token contains access path
information (token 1D, a byte
count of the path length, and an
absolute path) for an object.

au_to_path(path) is vulnerable to
unknown malicious changes to the

path passed as a parameter.
APIs FunctionName Comments
au_to_path()
Method of Attack The key issue with respect to

TOCTOU vulnerabilities is that
programs make assumptions about
atomicity of actions. It is assumed
that checking the state or identity
of atargeted resource followed

by an action on that resourceis

al oneaction. In redity, thereisa
period of time between the check
and the use that allows either an
attacker to intentionally or another
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interleaved process or thread to
unintentionally change the state
of the targeted resource and yield
unexpected and undesired results

An attacker could potentialy link
the passed in path to a path known
by the attacker causing failure of
the expected path operations as
well as potentially leveraging the
returned token to access files that
should not be accessible at the
attackers level of privilege.

Exception Criteria

If proper checking is performed
or user-specified input is not used,
thisis not a problem.

Solutions

Solution
Applicabil

Solution
iBescriptig

Solution
rEfficacy

Generally
appliesto
au_to path

The most
basic
(@dvice for

Does not
resolve
the

TOCTOU |underlying
vulnerabilitvad nerabilit
istonot | but limits
perform |thefalse
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before the | security
use. This | given by
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resolve
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execution
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the check.
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When the | Set your | Thiswill
filebeing |effective | prevent
atered gidand |an
isowned |uidto attacker
by the that of the | from
current |current | altering
userand |userand |any file
group. group they can't
when aready
executing | alter.
this
statement.
When Do not Thiswill
user rely on reduce
specificationser- exposure
of the specified | but
filetobe |inputto | will not
atered determine | eliminate
is not what path | the
necessary. | to format. | problem.
Generally | Limit the | Does not
appliesto |interleavingeliminate
au_to_path(of the
operations| underlying
onfiles |vulnerability
from but can
multiple | help make
processes. | it more
difficult
to exploit.
Generaly | Limit the | Does not
appliesto | spread eliminate
au to_path(®f time |the
(cycles) | underlying
between | vulnerability
the check | but can
anduse |help make
of a it more
resource. | difficult
to exploit.
Generaly | Recheck | Checking
appliesto |the the path
au_to_path(@desource | permissions
after the | after the
use cal to | operation
verify that | does not
the action | change
was taken | the fact
appropriatelyat the
operation
may have
been
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exploited
but it
does
allow
halting

of the
application
inan
error
state to
help limit
further
damage.

Signature Details

Examples of Incorrect Code

#i ncl ude
#i ncl ude

/ * check pernmni ssions
to the path */
if(!access(file, ...)
{
/* format path into
path token */

au_t o_pat h( pat h)

}
el se{

/* perm ssion was
deni ed */

}

Examples of Corrected Code

Sour ce References

Recommended Resour ces

* |ITS4 Source Code
Vulnerability Scanning Tool
2

* Viega, John & McGraw,
Gary. Building Secure
Software; How to Avoid
Security Problems the Right
Way. Boston, MA: Addison-
Wesley Professional, 2001,
ISBN: 020172152X, ch 9

e M. Bishop and M.
Dilger, "Checking for
Race Conditionsin File
Accesses®" Technical Report,
CSE-95-10, September 1995.
* M. Bishop and M.
Dilger, "Checking for
Race Conditionsin File
Accesses’," Computing
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Systems 9 (2) pp. 131-152
(Spring 1996).
e Solaris 10 Reference Manual
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e SunSHIELD Basic Security
Module Guide®
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L anguages « C
o C++

Cigital, Inc. Copyright
Copyright © Cigital, Inc. 2005-2007. Cigital retains copyrights to this material.

Permission to reproduce this document and to prepare derivative works from this document for internal use
is granted, provided the copyright and “No Warranty” statements are included with all reproductions and
derivative works.

For information regarding external or commercial use of copyrighted materials owned by Cigital, including
information about “Fair Use,” contact Cigital at copyright@cigital.com’.
The Build Security In (BSI) portal is sponsored by the U.S. Department of Homeland Security (DHS),

National Cyber Security Division. The Software Engineering Institute (SEI) develops and operates BSI. DHS
funding supports the publishing of all site content.

1. mailto:copyright@cigital.com

au_to_path() 5
ID: 382-BSl | Version: 8 | Date: 5/16/08 2:39:14 PM


http://docs.sun.com/app/docs/doc/816-5172/6mbb7btaj?q=kstat_read&a=view
http://docs.sun.com/app/docs/doc/816-5172/6mbb7btaj?q=kstat_read&a=view
http://docs.sun.com/source/801-6636/801-6636.book
http://docs.sun.com/source/801-6636/801-6636.book
mailto:copyright@cigital.com

